ACT 22

ACT 22 H.B. NO. 2342

A Bill for an Act Relating to Consumer Credit Reporting Agencies.
Be It Enacted by the Legislature of the State of Hawaii:

SECTION 1. The legislature finds that recent events involving security
breaches of databases containing sensitive identifying information, such as so-
cial security numbers and addresses, have shown that these databases continue to
be at high risk of infiltration by identity thieves.

Accordingly, the purpose of this Act is to enhance consumer protections
by:

(1) Expanding the methods by which a consumer may request a secu-

rity freeze; and

(2) Specifying that a consumer credit reporting agency shall not charge

a fee for placing, lifting, or removing a security freeze on a con-
sumer’s credit report or for placing or removing a security freeze on
a protected consumer’s credit report or records.

SECTION 2. Section 489P-1, Hawaii Revised Statutes, is amended to
read as follows:

“l1§489P-1]] Purpose. The Federal Trade Commission [reeently] deter-
mined that between October 1998[;] and September 2003, more than twenty-
seven million three hundred Americans [have—been] were victims of identity
theft, resulting in billions of dollars of losses to consumers. The purpose of this
chapter is to protect Hawaii consumers [wheo-are-vietims-of-identity-theft] by al-
lowing [them] consumers to place a security freeze on their credit reports. This
security freeze will prohibit a consumer reporting agency from releasing any in-
formation to unauthorized parties without the consumer’s express authorization
and provide consumers more control over who has access to their credit report.
This chapter aims to effectively prevent identity thieves from continuing to se-

cure credit in [ap-identity-theftvietim’s] someone else’s name.”

SECTION 3. Section 489P-2, Hawali Revised Statutes, is amended as
follows:

1. By amending the definition of security freeze” to read:

““Security freeze” means a notice placed in a credit report[;] at the re-
quest of the consumer [whe—ls—a—vreéma—ef—rdeﬂ{-&y—t-heﬁ—] or the protected con-

sumer’s representative.”
2. By deleting the definition of “identity theft”.

[“Qéeﬂt&ythefﬁimemm&e—&&&&&reﬂzed—usee#&neﬂieﬁperse&ﬁdenﬁ-
=]

SECTION 4. Section 489P-3, Hawaii Revised Statutes, is amended as
follows:
1. By amending subsection (a) to read:
“(a) Any consumer who is a resident of this State may place a security
freeze on the consumer’s credit report. A consumer credit reporting agency shall

not charge [a-vietim-of-identity-theft] a fee for placing, lifting, or removing a
[but-may-charge-any other consumerafee-not

securlty freeze ona credlt report
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A consumer who is a resident of this State [and-has-been-the-vietim—of
identity-theft] may place a security freeze on the consumer’s credit report by

making a request [i-writing-by-eertified-mail] to a consumer credit reporting
agency, at an address, telephone number, or website designated by the consumer

credit reporting agency to receive such requests, [with-a—valid-eepy-of-a-pohiee

following methods:

(1) First-class mail;

(2) Telephone call; or

(3) Secure website.

A security freeze shall prohibit the consumer credit reporting agency
from releasing the consumer’s credit report or any information from it without
the express authorization of the consumer. This subsection shall not prevent
a consumer credit reporting agency from advising a third party that a security
freeze is in effect with respect to the consumer’s credit report.”

2. By amending subsection (g) to read:

“(g) A consumer reporting agency shall remove or temporarily lift a se-
curity freeze placed on a consumer’s credit report only in the following cases:

(1) Upon consumer request; or

(2) When the consumer’s credit report was frozen due to a material mis-

representation of fact by the consumer.
If a consumer reporting agency [intends—to—remeve] removes a security freeze
upon a consumer’s credit report pursuant to this subsection, the consumer re-
porting agency shall [retify] send a written confirmation of the removal of the

security freeze to the consumer [ia-witing-prior-te] within five business days of
removing the security freeze on the consumer’s credit report.”

SECTION 5. Section 489P-3.5, Hawaii Revised Statutes, is amended as

follows:

1. By amending subsection (a) to read:

“(a) A consumer credit reporting agency shall place a security freeze on

a protected consumer’s credit report or records if:

(1) The consumer credit reporting agency receives a request from the
protected consumer’s representative for the placement of the secu-
rity freeze under this section; and

(2) The protected consumer’s representative:

(A) Submits the request to the consumer credit reporting agency at
the address or other point of contact specified by the consumer
credit reporting agency;

(B) Provides to the consumer credit reporting agency sufficient
proof of identification of the protected consumer and the pro-
tected consumer’s representative; and

(C) Provides to the consumer credit reporting agency sufficient
proof of authority to act on behalf of the protected consum-
er[;and

in-subsectionth)].
2. By amending subsection (f) to read:
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“(f) If a protected consumer or a protected consumer’s representative
wishes to remove a security freeze for the protected consumer, the protected con-
sumer or the protected consumer’s representative shall:

(1) Submit a request for the removal of the security freeze to the con-
sumer credit reporting agency at the address or other point of con-
tact specified by the consumer credit reporting agency; and

(2) Provide to the consumer credit reporting agency:

(A) Inthe case of a request by the protected consumer:

(1) Proof that the sufficient proof of authority for the pro-
tected consumer’s representative to act on behalf of the
protected consumer is no longer valid; and

(ii)) Sufficient proof of identification of the protected con-
sumer; or

(B) In the case of a request by the representative of a protected
consumer:

(1) Sufficient proof of identification of the protected con-
sumer and the representative; and

(i) Sufficient proof of authority to act on behalf of the pro-
tected consumer[:and

subseetion(h)].”

3. By amending subsection (h) to read:

“(h) A consumer credit reporting agency [sray] shall not charge a [rea-
sonable] fee[;not-to-exceed-$5,for-each-placement-or—remeoval-of] for placing
or removing a security freeze on a credit report or records for a protected con-
sumer[-provided-that-a-econsumer-credit-reporting-ageney-shall not-charge-a-fee
uhiderthissectionif:

h Theprotected-consumersrepresentative-has-a-valid-copy-of-a-police
nvestigative report,or-co

reportt mplaint-which-the-protected-con-
sumer-or-the-protected-consumer’s-representative-has-filed-with-a
law-enfore i se-of-the-protected

consumer’s-personakinformation-by-another person; and-provides-a
copy-of-the-report-to-the-consumer-credit-reporting-ageney;-or
& A-requestforthe-placement-orremoval-of-a-security-freeze-isfora
protected-consumer-who-is-under-the-age-of-sixteen-at-the-time-of
the-request-and-the-consumer-eredit-reporting-ageney-has-a-eredit
report-pertaining-to-the-protected-consumes].”
SECTION 6. Statutory material to be repealed is bracketed and stricken.
New statutory material is underscored.

SECTION 7. This Act shall take effect on July 1, 2018.
(Approved June 4, 2018.) ‘
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