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Executive Summary 

OHS finalized and approved the BES revised project schedule. The Pilot Implementation is planned to start on 7/13/2026, with the 
Statewide Implementation planned for 10/19/2026. Several months were added to the project schedule to allow the project team to 
complete development and fully test the BES solution, driving towards delivery of a quality product before starting the Pilot. The ASI 
also developed and presented an Improvement Plan to OHS to remediate some of the challenges faced by the Project Team. Extending 
the schedule and implementing actions outlined in the Improvement Plan are positive developments. IV&V maintains cautious 
optimism, recognizing that the outcomes of some Improvement Plan activities and the accuracy of revised estimates may not manifest 
in the short term. Key areas of performance that will be continuously reviewed are: 

• Testing: The remaining defects raised during User Acceptance Testing (UAT) for BES 1.0 continue to be resolved by the ASI. 

• Schedule: The initial review of the revised schedule has identified several tasks with inaccurate estimates, prompting concerns 
about the overall accuracy of the estimates. IV&V also remains concerned about the schedule's level of detail, which may obscure 
delays in tasks affecting project critical path. 

• Security: Good progress has been made in addressing documentation requirements. However, ongoing delays in remediating 
security vulnerabilities add risk to the project, potentially impacting development and the overall project schedule. 

• Contractual Alignment: The ASI continues to struggle with providing OHS visibility into which contractual requirements have been 
met by completed functionality and which still need to be developed. The ASI is addressing issues with requirements to enable the 
creation of a Requirements Traceability Matrix (RTM) to meet this critical need for OHS. 

• Legislation : The project team, including IV&V, is monitoring changes at the federal level, including potential changes to the BESSO 
programs and budget reductions that may impact OHS and the BES project. 

The BES Project team has a revised schedule, updated the Software Development Methodology employed from Agile to Waterfall, and 
made other process improvements. Now, it is a matter of executing the plan to include early risk identification, define and execute 
mitigation plans, and address issues as they are identified . 

Dec I Jan I Feb I Category I 1v&v Observations 

Project 
Management 

The Project Schedule was approved by OHS and set as the baseline. During the first project 
review of the schedule, several task's planned complete dates were changed including one 
task reported to have a 44-day change - raising concerns on the overall stability of the 
schedule, critical path impacts and estimates of the tasks as the schedule was developed. 

HI Systems Modernization Independent Verification & Validation Monthly Report: February 2025 4 



Executive Summary 

Dec I Jan I Feb I Category I iv&v Observations 

System 
Design 

Configuration 
and 
Development 

Integration 
and Interface 
Management 

Testing 

Security and 
Privacy 

Requirements 
Analysis & 
Management 

To avoid potential project delays, the ASI switched from MongoDB to GCP Cloud Firestore 
for the Secure Enclave's non-relational database component, continuing the infrastructure 
build-out. 

The ASI reported progress in constructing their configuration management database within 
ServiceNow by importing multiple configuration items (Cls). They also submitted an 
Improvement Plan to DHS, addressing software development challenges through team 
reorganization, rigorous practices, thorough testing, peer reviews, and adding senior skilled 
resources. 

The ASI focused on developing comprehensive test scripts in preparation for interface 
testing cycles. 

As of the February 26th status report, UAT defects are being actively resolved by the 
vendor, with 147 ready to be retested by DHS. System Integration Testing (SIT) is 
scheduled to commence in mid-June. 

The ASI and DHS are collaboratively working on the NIST 800-53R5 Security Policies for 
the BES System, with 12 drafts ready for internal review. 

The project team met on 2/20/2025 and identified several action items for the ASI to 
resolve. Once these actions are complete, DHS and IV&V can evaluate to determine if the 
RTM can provide its intended purpose of tracing of all contract requirements through final 
DHS acceptance testing . 
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IV&V Findings and Recommendations ft 
r 

As of the February 2025 reporting period, PCG is tracking 9 open findings (5 risks, 4 issues) and has retired a total of 81 
findings. Of the 9 open findings, 1 is High, 5 are Medium, and 3 are Low. 

Open Risks & Issues 

Security and Privacy 

Integration and Interface Management 

Testing 

System Design 

Requirements Analysis & Management 

Project Management 

Configuration and Development 

0 1 2 

■ Open - Med 

■ Open - Low 

■ Open - High 

3 

Open Risks & Issues by Category 

Configuration and Development 

Project Management 

Requirements Analysis & Management 

System Design 

Testing 

Integration and Interface Management 

Securityand Privac.y 
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IV&V Findings and Recommendations 

The following figure provides a breakdown of the 90 IV&V findings (positive, risks, issues, concerns) by status (open, retired). 

Finding - Positive I 

Finding - Risk 

Finding - Issue 

Concern 

0 5 

All Findings 

10 15 20 25 30 

■ Retired 

■ Open 

ft 
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IV&V Findings and Recommendations 
Findings Opened During the Reporting Period 

- Finding 

Medium Risk. Critical and high vulnerability and configuration scan findings are not 
remediated within the documented timeframes, potentially impacting the project 
schedule and causing delays. 

Observation: The BES system does not currently remediate critical vulnerabilities and 
compliance issues within 15 days, and high vulnerabilities are not remediated within 30 days 
as required by the BES Vulnerability Management Procedures document. 

ft 
Category 

106 Significance: The BES system faces elevated cybersecurity, operational, financial, and 
compliance risks if vulnerabilities are not remediated within the required timeframe. Prompt 
corrective actions are necessary to ensure timely vulnerability resolution and safeguard the 
BES system environment prior to going live. Un-remediated critical and high Nessus 
compliance scans can significantly hinder system development efforts by introducing 

Security and Privacy 

security risks, compliance failures, and operational roadblocks. This lack of remediation of 
system configuration findings increases technical debt, disrupts development workflows, and 
diverts resources from core project objectives. 

Recommendations 

• Rate Configuration scan result failures and how they impact the security of the BES system (Critical, High, 
Medium, and Low) instead of simple pass/failure results. In January 2025, 82 critical and High-finding POAMs 
were listed due to the Tenable configuration scan results . The POAMs for configuration scans are now listed 
as "failed"; due to the binary nature of the scan engine and does not rate the criticality of the system 
configuration on the business operation of how the hosts are used. 

• Update the BES Vulnerability Management Procedures document with the Jira ticketing process and workflow 
from vulnerability and configuration scan remediation with who owns each step. 

• Implement an escalation process to involve senior leadership if deadlines are missed. 

Progress 

New 

New 

New 
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IV&V Findings and Recommendations ft 
Findings Retired During the Reporting Period 

■ Finding Category 

None 
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IV&V Findings and Recommendations ft 
Preliminary Concerns Investigated and Retired During the 
Reporting Period 

- Finding Category 

None 
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IV&V Findings and Recommendations 
Project Management 

■ Key Findings 

Issue - A BES Project schedule based on inaccurate estimations diminishes effective planning and 
resource management, which could result in late deliverables, cost increases, and a late go-live. 

The ASI received final approval from OHS on the revised schedule, which was baselined and shared to 
7 4 project team on 2/12/2025. The first schedule review for the re-baselined schedule was held on 2/26/2025, 

with several tasks showing a delayed finish date and others with earlier completion dates; with one 
significant change of 44 days. Although none of these changes directly added risk to the schedule, IV&V 
remains concerned that underestimated tasks could start to impact the critical path and delay 
implementation dates. 

Recommendations 

• Monitor, evaluate and revise scheduling estimates for accuracy based on the project teams past performance 
and resources available to do the remaining work. 

• Any work required to address findings from Root Cause Analysis should be included in the revised schedule to 
validate completion for OHS. 

• Elaborate the schedule to include the detailed work and tasks required behind milestones, allowing better 
tracking and visibility of possible issues and delays at the task level. 

it 
Criticality 

Rating 

H 

Progress 

In Process 

In Process 

In Process 
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IV&V Findings and Recommendations 
System Design 

I Key Findings 

Risk - The planned BES infrastructure is complex which could be difficult to implement and 
maintain and could lead to schedule/cost impacts. 

73 The project continues to build out of some infrastructure components for the Secure Enclave. The ASI 
recently elected to switch from MongoDB to GCP Cloud Firestore (which is already IRS 1075 Assured 
Workloads compliant) for the Secure Enclave non-relational database component. This to avoid potential 
project delays. 

Recommendations 

• ASI develop a process to closely monitor cloud and other product changes (software updates/new releases), 
manage changes, and regression test once updates are applied. 

• The project team work to establish strong governance over the utilization and maintenance of various 
tools/ components. 

• ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as 
expected. 

• ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay 
project milestones and the critical path . 

it 
Criticality 

Rating 

L 

Progress 

In Process 

In Process 

In Process 

In Process 
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IV&V Findings and Recommendations 
Configuration and Development 

I 
70 

Key Findings 

Risk - Insufficient configuration management could lead to development confusion and reduce the 
effectiveness of defect resolution. 

The ASI has reported progress in constructing their configuration management database within ServiceNow, 
having recently imported multiple configuration items (Cls). 

Recommendations 

• ASI adhere to plans for configuration management as documented in B1-6 DOI Plan, Section 5.2 and clarify 
details and/or any changes with OHS. 

• ASI validate plans for configuration management with OHS and agree on a meaningful set of configuration 
items or settings they will track. 

it 

Criticality 
Rating 

L 

Progress 

In Process 

In Process 
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IV&V Findings and Recommendations 
Configuration and Development 

■ 

80 

Key Findings 

Issue- Development delays have negatively impacted the project schedule and delayed go-live. 

The ASI recently submitted an Improvement Plan to OHS that included improvements to address their 
software development challenges. They have reported ongoing improvements because of their 

• reorganization of the development team, 

• implementing more rigorous software development and release practices, 

• thorough unit testing and peer reviews, and 

• the addition of senior skilled resources. 

Recommendations 

• ASI effectively track and regularly provide OHS (potentially via the weekly DOI status meeting) with an accurate 
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and 
consistently reflected in the project schedule. 

• ASI provides OHS with the time needed to effectively evaluate the software demonstrations (demos) and elicit 
productive design discussions with OHS attendees during each demo. 

• ASI regularly reports estimated story points for the total remaining project work to reach go-live and presents a 
dynamic burn-down chart to track the progress. 

it 
Criticality 

Rating 

0 

Progress 

Closed 

In Process 

In Process 
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IV&V Findings and Recommendations 
Integration and Interface Management 

■ Key Findings 

Risk - Due to the lack of physical and technical (Transport Layer} testing of the interfaces and data 
transfer failure, conditions may exist with data format, boundaries, and dependencies. These 

93 failures may result in intermittent and hard-to-isolate problems or errors. 

The remaining interface test scripts are being prepared to ensure comprehensive testing of all interfaces, 
including the retesting of previously performed tests to validate accuracy and maintain up-to-date results. 

Recommendations 

• API interfaces should be tested for failure conditions during connection and transfer operations. 

• FTP and file interfaces should be tested for data and file integrity. 

• Test data fields for system impacts resulting from data that is poorly formatted, out of range, or other 
unexpected data transmission errors. 

it 
Criticality 

Rating 

L 

Progress 

In Process 

In Process 

In Process 
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IV&V Findings and Recommendations 
Testing 

■ Key Findings 

Issue - Gaps in test coverage and slower-than-expected progress in testing may result in schedule 
delays if subsequent test phases uncover a higher volume of defects and user feedback than 
initially anticipated. 

83 As of the February 26th status report, the vendor is actively resolving UAT defects. Currently, 14 7 defects 
(34 high, 82 medium, 31 low) are ready for UAT testing, while 63 defects are in progress. Looking ahead, 
System Integration testing (SIT) is scheduled to commence in mid-June. Any development delays may 
delay testing and potentially push back the go-live date, impacting the project schedule. 

Recommendations 

• OHS and ASI revisit the testing approach to prioritize completion of remaining test activities and conduct 
comprehensive System Integration testing (SIT) to minimize defect leakage to User Acceptance Testing (UAT). 

• ASI assesses the potential impact of the large number of unresolved defects on future development efforts, 
ensuring a more robust and efficient development process. 

• ASI develop and implement a revised testing approach to improve the completeness and thoroughness of 
future testing cycles. 

it 
Criticality 

Rating 

0 

Progress 

In Progress 

In Progress 

In Progress 
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IV&V Findings and Recommendations 
Security and Privacy 

■ 

82 

Key Findings 

Issue - The lack of technical documentation may lead to incorrect implementation statements or 
delay the System Security Plan (SSP}. 

The ASI and OHS have been collaboratively working on the NIST 800-53R5 Security Policies per the NIST 
800-53R5 control family that will be used for the BES System. Drafts for each policy have been created, 
with 12 ready for internal review. OHS has reviewed several of the policies and provided additional 
instruction as to how they should be structured. The ASI has dropped MongoDB from the Secure Enclave 
after evaluating IRS Publication 1075 compliant alternatives and is converting to Google Firestore. 
Considering that a majority of the documentation and artifacts are completed or nearing completion and 
the extended schedule, IV&V has changed the criticality of this issue to low. 

Recommendations 

• Collaborate and communicate with SSP authors about when reliable and correct documentation will be 
available. 

• Include the Secure Enclave within the work breakdown structure along with the known tasks related to the IRS 
Assessment to continue receiving FTI in BES. 

it 
Criticality 

Rating 

L 

Progress 

In Process 

In Process 
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IV&V Findings and Recommendations 
Requirements Analysis & Management 

I 

94 

Key Findings 

Risk - The lack of an effective way to validate BES requirements could lead to project delays and 
unfulfilled user needs if DHS later identifies unmet contractual requirements. 

The ASI continues to work on delivering an RTM that OHS can use. The key outstanding items from the 
Mid-Month project team meeting on 2/20/25 between ASI and IV&V include: 

• Use Cases and Requirements in Jira need to be updated as they have the incorrect status. 

• There are Use Cases in Jira which have been obsoleted but still have active requirements that 
need to be updated. 

• There are Epics in Jira which are completed but need to be updated to the correct status. 

The ASI stated fixing these key outstanding items will them to produce a comprehensive and usable RTM. 

Recommendations 

• Develop a document that provides OHS with a feasible and effective way to map contract requirements to 
passed test cases, and, per the BI-19 (Complete and Final Test Plan),"Maps the implementation, functional and 
technical requirements to the test cases and test scripts". 

• Ensure test scripts thoroughly and comprehensively test the system to assure each requirement has been fully 
met. 

• Develop a deliverable that provides an audit trail for changes to the requirements from the contract such as 
obsoleted requirements, when that decision was made, and the change requests. 

it 
Criticality 

Rating 

0 

Progress 

In Process 

In Process 

New 
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IV&V Engagement Status it 
IV&V Engagement Area Dec Jan Feb Comments 

IV&V Budget 

IV&V Schedule 

IV&V Deliverables PCG submitted the final January IV&V Monthly Status Report. 

IV&V Staffing 

IV&V Scope 

The engagement area is 
within acceptable 
parameters. 

0 

Engagement Status Legend 

The engagement area is 
somewhat outside acceptable 
parameters. 

The engagement area poses a 
significant risk to the IV&V 
project quality and requires 
immediate attention. 
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IV&V Activities ft 
• IV&V activities in the February reporting period: 

• Completed - January Monthly Status Report 

• Ongoing - Review the BES Project Artifacts and Deliverables 

• Ongoing -Attend BES Project meetings, (see Additional Inputs pages for details) 

• Ongoing - Review available ASI contracts and contract amendment documentation 

• Planned IV&V activities for the March reporting period: 

• Ongoing - Observe BES Design and Development sessions as scheduled 

• Ongoing - Observe Bi-Weekly Project Status meetings 

• Ongoing - Observe Weekly M&O Project Status meetings 

• Ongoing - Observe Weekly Architecture meetings 

• Ongoing - Observe Weekly Security meetings 

• Ongoing - Monthly IV&V findings meetings with the ASI 

• Ongoing - Monthly IV&V Draft Report Review with OHS, ETS and ASI 

• Ongoing - Participate in Bi-Weekly OHS and IV&V Touch Base meetings 

• Ongoing - Review BES artifacts and deliverables 

HI Systems Modernization Independent Verification & Validation Monthly Report: February 2025 22 



Deliverables Reviewed 

Deliverable Name 
Deliverable 

Version 
Date 

Bl-05 Project Schedule 
2/12/2025 N/A 
2/26/2025 

CR2024-019 - BES 1.0 Display Deleted Records History Enhancements 2/21/2025 V0.2 

Bl-17 Validated Results of Data Conversion Testing 2/25/2025 V0.1 

CR2024-024 - BES 1.0 Interview Enhancements 2/25/2025 V0.2 

CR2024-025 - BES 1.0 Other Enhancements 2/26/2025 V0.2 
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Additional Inputs -Artifacts ft 
Artifact Name Artifact Date Version 

BES 2023 Design Kanban board N/A N/A 

FNS Handbook 901 01/2020 V2.4 

NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5 

SNAP _System_lntegrity_Review_Tool Sept 2022 N/A 

Interface Dashboard - Confluence page N/A N/A 

BES 2023 Implementation Planning - Confluence page N/A N/A 

R0.12 Epic Assignment N/A N/A 

R0.12 Epic and Sprint Demo Recordings N/A N/A 

ADA dashboard N/A N/A 

Jira Requirements Details N/A N/A 

Jira Testing Lists N/A N/A 

UAT Testing Dashboard N/A N/A 

Waterfall Methodology Plan N/A N/A 
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Additional Inputs 
Meetings and/or Sessions Attended/Observed: 
1.IV&V Team Meeting- 2/3/2025, 2/6/2025, 2/10/2025, 2/13/2025, 2/18/2025, 2/20/2025, 2/24/2025, 2/26/2026, 2/27/2025 
2.IV&V/ASI January Pre-draft Review- 2/6/2025 
3.HI DHS BES January Draft IV&V Report Review- 2/14/2025 
4.Bi-Weekly DHS BES PMO/IV&V Check-in - 2/13/2025, 2/28/2025 
5.Bi-Weekly DHS and IV&V Touch Base - 2/4/2025 
6.Weekly BES Infrastructure meeting- 2/7/2025, 2/14/2025, 2/21/2025, 2/28/2025 
7.Weekly Client BES 2023 Project Status Meeting- 2/5/2025, 2/12/2025, 2/26/2025 
8.Security Touchpoint- 2/5/2025, 2/12/2025, 2/19/2025, 2/26/2025 
9.(External) Bi-Weekly Client BES Implementation Schedule Review Meeting- 2/12/2025, 2/26/2025 
10.(Externa(I) Weekly Interfaces Touch point- 2/3/2025, 2/102/2025, 2/24/2025 
11.(External) Bi-weekly BES CCB Meeting- 2/5/2025, 2/19/2025 
14.eWorld/lV&V Mid-Month Check-in - 2/20/2025 
15.(External) BES: FNS Connect- 2/6/2025 
17.IV&V and DHS PMO Review Findings for December- 2/6/2025 
18.(External) JAD Day 3 CR2024-013 DHS Application Packet - Multiple Correspondence- 2/6/2025 
19.(External) CR2024-015 Limit BES Automatic Data Population from SSP Response Review Meeting- 2/13/2025 
20.(External) Bl-05 Project Schedule Response Review Meeting - cont'd - 2/3/2025 
21.(External) Pre-Design CR2024-017 Correspondence Enhancements- 2/6/2025 
22.(External) JAD CR2024-026 BES-SSP/PAIS Implementation Meeting- 2/19/2025 
23.(External) BES Batch Job Schedule Day 2 - 2/24/2025 
24.(External) CR2024-014, CR2024-020, CR2024-021 Response Review Meeting- 2/25/2025 
25.(External) Final Approval for CR2024-017 BES 1.0 Correspondence Enhancements- 2/27/2025 

ft 
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Appendix A- IV&V Criticality Ratings 

Criticality 
Rating 

H 

0 

L 

Definition 

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or 
schedule. A major disruption is likely, and the consequences would be unacceptable. A different 
approach is required. Mitigation strategies should be evaluated and acted upon immediately. 

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost, 
or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies 
should be evaluated and implemented as soon as feasible. 

A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or 
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk 
remains low. Mitigation strategies should be considered for implementation when possible. 
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Appendix B - Findings Log 
• The complete Findings Log for the BES Project is provided in a separate file. 
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Appendix C - Acronyms and Glossary 
Acronym 

APD 

ASI 

BES 

CCWIS 

CM 

CMMI 

CMS 

CR 

DDI 

DED 

DHS 

DLV 

E&E 

EA 

ECM 

ESI 

ETS 

FIPS 

HIPAA 

IDM 

IEEE 

IES 

ITIL 

Definition 

Advance Planning Document 

Application System Integrator 

Benefits Eligibility Solution 

Comprehensive Child Welfare Information System 

Configuration Management 

Capability Maturity Model Integration 

Center for Medicare and Medicaid Services 

Change Request 

Design, Development and Implementation 

Deliverable Expectation Document 

Hawaii Department of Human Services 

Deliverable 

Eligibility and Enrollment 

Enterprise Architecture 

Enterprise Content Management (FileNet and DataCap) 

Enterprise System Integrator (Platform Vendor) 

State of Hawaii Office of Enterprise Technology Services 

Federal Information Processing Standard 

Health Information Portability and Accountability Act of 1996 

Identity and Access Management (from KOLEA to State Hub) 

Institute of Electrical and Electronics Engineers 

Integrated Eligibility Solution 

Information Technology Infrastructure Library 
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Appendix C -Acronyms and Glossary 
Acronym 

IV&V 

KOLEA 

M&O 

MEELC 

MEET 

MOU 

MQD 

NIST 

OE 

OIT 

PIP 

PMBOK® 

PMI 

PMO 

PMP 

QA 

QM 

RFP 

ROM 

RMP 

RTM 

SEI 

SLA 

SME 

Definition 

Independent Verification and Validation 

Kauhale On-Line Eligibility Assistance 

Maintenance & Operations 

Medicaid Eligibility and Enrollment Life Cycle 

Medicaid Eligibility and Enrollment Toolkit 

Memorandum of Understanding 

Hawaii Department of Human Services MedQuest Division 

National Institute of Standards and Technology 

Operating Environment 

Department of Human Services Office of Information Technology 

Performance/Process Improvement Plan 

Project Management Body of Knowledge 

Project Management Institute 

Project/Program Management Office 

Project Management Plan 

Quality Assurance 

Quality Management 

Request for Proposal 

Rough Order of Magnitude 

Requirements Management Plan 

Requirements Traceability Matrix 

Software Engineering Institute 

Service-Level Agreement 

Subject Matter Expert 
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Appendix C -Acronyms and Glossary 
Acronym 

SOA 

sow 
VVP 

XLC 

Definition 

Service Oriented Architecture 

Statement of Work, Scope of Work 

Software Verification and Validation Plan 

Expedited Life Cycle 
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Appendix D - Background Information 
Systems Modernization Project 

The OHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope: 

• ESI or Platform Vendor - responsible for the shared technology and services required for multiple Application vendors to 
implement and support functionality that leverages the OHS Enterprise Platform. 

• ASI or ASI Vendor - responsible for the DOI of the Benefits Eligibility Solution (BES Project) enhancing the currently 
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions. 

• CCWIS Vendor - responsible for the DOI of the CCWIS Solution to meet the needs of child welfare services and adult 
protective services (CCWIS Project) and providing support for the Solution. 

Systems Modernization IV&V Project 

IV&V performs objective assessments of the design, development/configuration and implementation (DOI) of OHS' System 
Modernization Projects. OHS has identified three high-risk areas where IV&V services are required: 

• Transition of M&O from OHS' incumbent vendor to the ESI and ASI vendors 

• BES DOI 

• CCWIS DOI 

On the BES DOI Project, IV&V is responsible for: 

• Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements 
and industry best practices and standards 

• Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of 
OHS to ensure alignment with project requirements 

• Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies 
and issue resolutions throughout the Project's life cycle 

• Developing and providing independent project oversight reports to OHS, ASI vendors, State of Hawaii Office of 
Enterprise Technology Services (ETS) and OHS' Federal partners 
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Appendix D - Background Information 
What is Independent Verification and Validation (IV&V)? 

• Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to 
stakeholders 

• The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best 
practices 

• IV&V helps improve design visibility and traceability and identifies (potential) problems early 

• IV&V objectively identifies risks and communicates to project leadership for risk management 

PCG's Eclipse IV&V® Technical Assessment Methodology 

• Consists of a 4-part process made up of the following areas: 

1. Discovery - Discovery consists of reviewing documentation, work products and deliverables, interviewing project team 
members, and determining applicable standards, best practices and tools. 

2. Research and Analysis - Research and analysis is conducted in order to form an objective opinion . 

3. Clarification - Clarification from project team members is sought to ensure agreement and concurrence of facts 
between the State, the Vendor, and PCG. 

4. Delivery of Findings - Findings, observations, and risk assessments are documented in this monthly report and the 
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both 
the State and Vendor side for them to consider and take appropriate action on. 

IV&V Assessment Categories for the BES Project 

• Project Management • Security and Privacy 

• Requirements Analysis & Management • Testing 

• System Design • OCM and Knowledge Transfer 

• Configuration and Development • Pilot Test Deployment 

• Integration and Interface Management • Deployment 

• Data Management and Conversion 
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106 Critic>l>ndh i1hMnonbi lifyond 
«: .. 1fi1uratioo ,untindint> • rooot 
remed iatt<lwithinthodocum•<l!t<I 

HIDHSMonthlylV 
S!ourtR"P<>ft 

fina l - fobw , ry202S 

H•>th, Du,tin f ind ing 2/18/2025 Se<urify and Tho BES>j"lt<,m - notcu rrffltly remed iatocritic>I MM<obi liti.,. and Tho BES>j"lffl'n laces .i.,.a,t<I <yb,,securify, <>1>«atiooal. l ino1>d>I, and NEW Rote Cooligurationscon result fa il urnand how they im~t tho 30 days p<io, to 
compl i• nc• i,suo, with in IS d• v>. and hi&h MM<abi litie<>ro oot compl iance risk> ilwlnor> bilitio, aro not remed i• tt<I with in tho r@Guirt<I ,ocur ity ol t ho BESsystom ICritiu l, Hil h, Mt<lium, • nd l °"'I in>to>O of 
,-i>tt<I within 30doysa< requirod by tho BESVu l-abihty Mona&""""'' !imelram,,, Promptc0<r,ctiv<,actioo, aro noc ... .ary\o eMuro ti~v oimpl• p>»/f>olure ........tt,. In January 202S, 82 critical and Hi1h-lind in1 

Mneubi lity rO>Olution • nd » f<!iuard tho BES >v>ffl'n eme roomont pr ior to POM1swe<o li>tt<I due to tholonabiecoofi1uratioo sc, n rO>Ult>. Tiw 
gO<ngliv<,, Un-rernt<liott<lcritic>landh ighNo,,,,.compli>ncO><an,can POM1slorcoofi1urouoo><an,oronow li!tt<l o,"f•iled";<!ue tothobinol)' 
•ignil icantlvhinde<>v>ffl'n-opme<1toffombyintroduci"11>«u rity naturooftho>eaneogino , nddoe>notratothocriticalltyoftho>j"ltom 
ri,k>,compl iancola ilur.,.,andopt<otiooolr<>odblocb.Thiolackof conligurationonthobu,ino<sopt<>tiooofhowthol>o>!>>rou,t<I. Upda\o 
rernt<liatioool,,,.,om,onligur>tionlind ing,incro,,.. techniu l-~ thoBESVu l-•bilityManag""""'tProct<lure<documentwiththoJir• 
disrupt,dov<lopmontworkllow,,anddi••m'"5oo rco, lrom c0<o prnjoct tkkotingpro<o,sandworkHowfromw l-abihtyandconfi1urotioo><an 

rernt<liatioowithwho.,...nsoach>toi>- lmpl""""'tane<calatiooproco,sto 
illVO<vos.onk>r l-hip ildoad linesaro misstd.NOTSTAAl EO 

94 Tlw locl; of an <ltoctivo woyto ,a lidoto BES Monin, Scott f indin1 4/25/2024 Requirement! Tiw Requirement! Trocoat.lity Motri, (RTMI lBf- 211 r>l•v>• vital rolo in ft i, uncloa r to DHSand 1W how tho .<Slwil l \ r>eo requi.--t covoro110 I<>< IN PROGRESS• Oovolop • doc ument \hot providos DHSwith a !oosibio and 
r@Gui'""'"'"' cou ld lo>O to projoct dol>j"l Analv,i>& OMur' nc tho>j"ltom', comp1 ·, ncow'th contractual comm·tmont> t,y SIT complotioo. DHSmav bo unabio to mako • n inlormt<I deci>ioo oo SIT "'it offoct i,,. way to mapcootract roquirement> to p;int<l to,t , , ,.., ;i nd, por 
andunl ulfillod u,0<nood> ilDHS lat0< as,.odotingoach requiromontwith po»t<lt.,.\ca>O(,). Howovor-,tho <rit0<ia . Thi, cou ld loodtoDHS>tortingf inal ilecoptancoT"'tin&(FATla nd tho8 i- 19lComploto•ndf inal TestPlan),"Ma p,tho irn plomontation, 
idont il ie< unmetcootractu, l r@Guirement> approwdprojoct>ehodulo •how• thoRTMcompletedoo6/26/24,w fli<h thon ro• li1inct1>atnot , ll r@Guirement> l>a,,. boonfu llv mot,r0<ultif'll in funct ion;i l ;i ndtechniu l r@Guiroment>tothoto,tc, ,..,ndte<t><:ript>". • 

f>ll,oft0<thoCoroSITo, it docisiononS/I0/24. Tho.<Slprovidot<ltho81-22a ~ays. En,uro10>1ocrip!>thorooghlyandcompr-.,,ivolyt.,.\1ho,v,tom\o 
Sj"ltom ln"'irity Revi..,, Tool l'>RTI to DHS oo April 16, 1014, but withdrew aS>uro oac h roqu irement h» boon tullv mot. • °""<lop a ~ i-•blo tl>at 
thodoli-obio duotoDHScorKO<n,.Thi;B l- 22adoli-•bi•mavhoipDHS providoia n audittra il lorcl'>angesto\horequiromont! lromtho,ontract 

, uch»OMO!ott<l r@Guiromeru,,whontl>atdec i>ionw»m>do,andtho 
chongo request,. 

Opon l/26/2025 - Tiw .<SI continues toworl; on ~ i- in1 on RTM ti.It DHScan 
uso. ThokoVout>tandif'll ifflTI>lromtho Mid-Monthprojoct toammeoti"i 
on2{20{2Sbetwoon .<SlandlV&V inc lud<,:U'°(a'°"a ndRequiromont! in 
Jir• -toboupdatt<l ><theyhavothoinconoct>tatus. Thoro • roU>o 
ca ... in Jirawhk hl'>avoboon ob>ol<tt<lbut,tilll'>avoactivoroqui rement! 
tl>at-toboupdatt<I . Tooro,roEpic,in Jirawh ich , rocompletedbut 
nttdtobeupdatt<l tothocon oct,ta\uo. Tho.<Sl>t>tt<lli,ingthoso~"I' 
out>tandif'll iffl'n>Will thomtoproduco , c001pr_,,,i,,.and=bl• RTM 
l/3!/2025 - AtthoCC8meoting on l /2 1/202S,tho.<Sl,M rt<lthoir 
P1otr0>> ooaddrossinci" ""'withtholunctiooalroquirement> inJir• . Thi> 
offort i,,a pro-roqui;ito toprovid inca<omprohofloi .. andaccu,ato~of 
Requi.--!> Tracoobi lify M.mi,jRTM) roport,. Tho.<Slplan,to rN owtho 
currontRTM r"P<>f!> at thono>tCCBmHli"llool/S/201S,.,,h ichm•v 
provid<, OHS with clarity on requi.--to '"'"'•I• po< thocurr""t SES 
contract.11/31/2024 - Tho~hostt<lameotif'llto"''.;""'""'&""ftho 
RTM,buta ll attondto<agrot<lmoroworkw» .-lt<itoprovid<,a u»bi• 
r"P<>ftforboththo~•ndDHSto•a lidatoroquirementcovor"'•· Tho~ 
plan,to sh>roa rNst<IRTM attho """tCC8mooting, 11/30/2024 - Both 
DHS andlW•l>a rotho » me«><1<0<nthatthocurrent>otof RTM r"P<>f!> 
doesnotprovidothofunctiona lify .-lt<ito ,a lidote tl'>atcootracu;a l 
roquiromont> havoboon-oped andto,tt<l inthocurrontBES>Olution 
IWroachodouttotho.<Sl requestingadomon,trationofhowthoRTM 
•• lidat0>tl>atcootr,ctu.;i l r@Guir""""'t>l>a,,.boonmot. Ame0!if'll i> 
,chodult<l lort>ecomberSthwith DHS,tho.<Sl,andlW. 10/31/2024 - Thi; 
findif'llWill bor-.ali;att<lbytholWto• m • lto<thoprojectto>mcomploto, 

WO<thnotinc but 
OW0<ldESd id~i-

RTMto,oti,fytho 
roqu· romontcr'to<·• 

f0< ont0<ing intoBES 

tho roplanningonddot0fmino<thoopproach,roqu irements/lu11<tioo>lity, timesotthot.-wooldv 
and ><hod ulo for the Pilot> nd Statowi<i<, rol lout. 09/30/2024 -Tho~ did CCB mo~tif'll. Du ft 

lr-c.,co~= ,.,:c:.c:,.;:,:,,cc,,:::c.,,cc.,-:::,.c,,.::;:,~:;:,:;--, or-c,...,= ,,~. ,r-;cfind::c,,::-, - "•1>"•1'°,,,::-, c::,,.:::.,:c.,ion::-,::c. cr-;,cc,~:c,,:::_ -;;:,_,c,,=c.-=-:c,,:::.,c:,. -:::.,:::_ :s_,c.:,~c:~c:,-:::, :::..,:::,.:::.,.= ,~:c.i1ic:-;;Thc,i" ::;" ' ;::,_c,i,es:::=::;, cc.,.::c,.:::,;:;init;:;ia1:;::..,:;::-= , ::-, •• = - = ,.== ~ =••c::••= •"'"'= =••"'· ".-,c::in1,::;, ,:::, .:c,-=a.cc,:::. ,:c. ;::,.-;:;1a iC:,,.:::,_= itioos:c,c::,,c:,. ~ ==--r-;---..-;-= - -oc0 ~=--~:=;~;~-~'7,;i:•1;,;'1:;:~:1a~-;:~~M=:;::;,;;;:m,,__ ____________ ~ ••· 00"'-ofJho_B!:.21 

te<ting ol t ho into<face< >nd data tr, n>fOf M> rk h an lntorl,co dau fi°"' to,tif'll i> usu.;i llv pa rt of ;i n lnto<facodofin ition dillicu lt-to-rO>OI .. i»UO>, ,uch » ><r>mblt<I or mi»inc dau - or tho >v>ffl'n connoction • nd trans/Of <>i><r>tions. • rn> • nd Ii i• intorl,co, shou ld bo OMUrocompr_,,,i,,. tO>ti"i of all lnto<face<, irK lud inc tho rotO>tif'llof 
la iluro,cood itionsrnavo, istwithdata m>yhovoa faul t0<0,coption, Si11<othoProjoclh»notestobi ishodand testt<llordotaandfilointogrity. •t .. tdot>fi<l<Hlorsystomimpacto prN<><><lv po<f0<mod\.,.toto,a lidoto accu rocvondmointa inup-to-doto 
lorm>t, boundar ie<, •nd dopondenc ie< to,tt<I tho fau lt><:on> rios, -do not...,.,.., t,o.,, tho>j"ltom may roact rO>Ultif'll lrom data tl>at i> poor Iv formant<!, ootof r,ngo, or othor rO>Ult>. 1/30/2025- lnto<facotechnic• I te<tinc will occurdurif'll SIT and 
Tho,e fo, lure, m>v result in in\Ofmittontand uno, p0ctt<ldatatron<m i"ion0<rors. R<fllO'VO<l'(Notapplic>bi• - No UAT,depondingonthoin\Offoco portnor', resource ••• ilabihty. lntorlace, 
hard-to-i>Olatoproblom>orOfror• tr, n,actiona li ntorlaco,,thoroforo noraco condition>) APli ntorl,co, dooot roqu irif'lltechniu l te<tincdurincthi>projectpl>aw • roEDRS,HYCf,OOH, 

S3Ga p,in1 .. 1eovor-agoand,l""'"'· thon­
"'poc't<1progross int0>tif'll m• v rO>U1t in 
>ehodul,doloy; il,ub<oqUOflttestpho,., 
unc.,,,.,. • hi&hor W>lumeofdoloct> and""" 
loodbadthan inijiallyantkipatt<I 

81 Tholac k oltechniu ldocumentatioomav Hoath, Du>tin Find in~-
loadto incorroct irnplomontationstot.,,_!5 
or ~avthoSystomSe<urityPlan 

4/27/20H Secur ityand 
Pll'locv 

roqu iroraco conditioo testing, "[Rt<lundantwithothorrocommondationsl OPS,PAAIS,BHR, IRS,IVR,HANA.OoTo,,fNS,Al:.f,ECf,andEDM.IWwill 
To,ti"ilorlor m>t, length, >ndothorphv,icalformaUif'llO<<ors ininto<faco conti nuotomonitorthorn . 11/31/2024-Tlw initial>ot olte<tinc w» 
r«0<<Hand lil"' i,covort<lunde<o, istingtest<a '"' ""'"'slul. Testplanning ond o, ocutioolor\hoothor intorlace,,hou ldbo 

l>lt0<.-.omininathoProjoct'1 Rl lQAO.;hboordo, R1 tTracoabi lify ldonti!vinadolocto oarly is Yita l forolloctivo t01tin1, a,iji,moro<lf,c i""t OPEN - DHS•nd.<Sl rN,itthotestif'll approachtoprioriti,o complotionof UAT 
D>shboard>,and T0>tRepo>itory, 1•p, inte<t inc rnv"'agomay .. i>t andtho andc0>t-offoc ti,,.to >dd r0>>iS>UO<durif'll t ho oanvt0>tif'll >Ug0<. ll t horo rom, ini"ite<t actiYiti0<> ndconductcompro!leMi,,. Sj"ltom ln1eiration 
progres,ofto,\in1mi1htbeloggin&,Conc0<ningtesting cO'ffl'ag<, itappoar, i,,lowprogro,,or incomploto t01ting in thooorlv>toges, ijca n ro,ultin testing lSIT)tom inimi,odoloct loal<.ag• loU,0< ile<ept>1Ke Te,ting lUATI 
tl>at 001 , 11 opic> >nd u,o , , ,.. in Rll 1,a,,. aS>ociatt<I te<tca,o, or aro moro dolect> loakinc into ,u b>@G uont te<tin~ ph»0>, neco,,itati"i moro ~ , ....,.. t ho potonti>I impact of tho l• r~• number of un ro,olw,d dofoct> 
to,tingthocorroc\u'°<a'°". lnt0< rns ofpr0gres,,>OfrlOt.,.\ca'"' roma in o,ton,iv<, andri10<ou, to,tingolforts.ln,uffid ontt.,.\ ingcovoro10 0<olow0f onfuturo-opme<1t off<><t,,on,.uring>moro r<>bu>1and off,c iont 
uno,ecuted, andoot all dolect> l>a,,.boonrO>OIW!da>the project tl>an-anticip;itedprotr0>>throughoutthoprojoct lifocyc lo ir1<ro»0>theri>k -opmontprocen -~~andimplement a rovi>t<lte<tinc 
commorKe,Systomlntogrotioo Testing lSIT). Tho.<Sll'>a;plon<tocomploto of 01Koo nt0<in1,i1nificontdoloj"l,«teMions,ortho introdoctiooofdofoct, >pproachto impr.,..thocomplot.....,,andthorooghno<, offuturo \01tin1 
tho lNT .. it critor i, t,y Junel6,202l, >boutlWH'k> aftOfSITbogin, intothoproduction.,,Yir<>nrr,ontdu ri"i thofina l te<t inc><ago,known» Cl'( le<. UOSl:D-Tho~•hou lddetormino thorootcausoofthofa il uro to 

f inolilecoptancoT.,.t in&lfATI idontifysimplo doloc!> in lNTa ndSITond impl.,,_,offoct ivoimprovomont 
proc0>>0>tocoofirm o, ny1e<ti nci>adoqu.;ito b@foroon10<i"i UAT/fAT 
(Clo>t<l4/30/2024) - DHSond.<Slmonitor lNT/SIT< lo,.oly lorbothbroodth 
anddepthofto,ti"itoonsuro tho>v>ffl'n i>>doquatolyte<tedlO<»t<I 
10/30/2024) - .<Slutili,othotwo-woolo. fATto,ting paus, toaddr.,., and 
,O>Ol..,. out>U nd incSITdofoct> • nd • pplvtho li,o,inthoFATenYi roomon~ 
eMurin1tl'>atthosodoloct>donotrocu r whon fAT resumos,optimi1in1 
t0>tir,geflid o11<1> nd rt<IU< i"1lpotonti>ldofoct rt<l i,c....,.,._(Cl0>t<I 
10/30/2024) NOTCOMPLETEO - ThoProjocttoomrovi..,,,,hosrro, it 
cri!Ofi• • nd roviw, thoma>.-lt<ito OMuro UAT/fATbogin,.,,ith thobo>t 
>v<t=po><iblo. 13/31/202•1 - DHS;hould rOGuo,ttl'>attho.<Sl-opa 
Cor rocti,,.iletionPlantoaddrossthofailuroolpr iorte<tpi>aw,j Unit,INT) 

tocapturodofoct!\hotrollt<l intoSIT(09/26/2024) 

In Apr il, tho ~/DHS>j"ltom , ocur ity pl• n ISSPl >uthon boganwritir,g Oncotho •v>ffl'n >rchitocturo , nd do>i&n ha"" boonc001plott<I, tho SSP In Prog,oss - Col l• bo<ato and communiuto with SSP , uthon >bout .,,t,on 
impl-t>tioo,totement;, Currontly,thotochnic>ldocumentat ion autho<,m•v-tot<litor r..,,rito irnplomontatioo stat""""'" · A fu ll draft ~iableandcorroctdocumentotioowillbo • v>1lobio, - lnc lud<,\hoSe<uro 
,upportincthoSSPi, una•• il>bl@,outdated,or ln• dr, ltlorm. Durif'll Apr il olthoSSP i>>ehedu lt<ltobepubl i>hodAugu,tl5th,20H, andtholinalSSP Enclavo within t ho workbre, kdcwn>tri,cturo aloog .,,iththoknown ta>k> 
dodoioo, oo wl'>at toolssupp<><t thoSSP contrO<,aro >till bo<ng decidt<I oo. lroadylorfodo<a l portnor rNowl i,schodu lt<l f<>< Septomber IS, 2023. Tho robtt<I to t ho IRSMW>;.rr,.,,t tocootinuo r<eolYin1 m in BES. COMPLETE 
lmpl-t>tioo ototement!aro cunontlv bo<ng wri\\on from tho pors.poctivo SSP is • la rge toc hnical documon\ with hi,nd,ecb of control, and contrO< Oot0<minowhontho inlmtructurodo>i1n bo,<lino will be compl<tt<I. 
olhowtho>v>fflTI>houlobodo>i&nt<llromthoSSP • uthor'>porspocti,,. onhan<ement>, >nd oachono r@Guire< >nimpl""""'tatioo>tatementofhow 106/30/1014) - POfform afull rNowofall drahSSPcoouol,torcontont 

know ;i ndu>o documonu t ionwch a>Sj"ltomArchitKturo andO...if n, 
notworktopO<ogy,dotoflow,po,toandprot0<olo,tool,ust<if<><loUin1, otc 

ondaccu rac,,,priortotho>tortoftho lndopondon\Se<urifyCootrO<, 
A>>0>>mentofBES ;i ndsubm i» ionofthoSSP p,cbi• tofodoralr<!iulator, 
Thiswi ll a llowtho SSPautho<,toupdoto <ontrO<swithchong.,. from O...i1n 
through lmplemenution.19/16/1014) - BoginmonthlyPlanofAttion • nd 
Mil@>\onoupdotomooung;betwoon DHSSe<ur ifyondtho.<SISe<urity 
toam,to informoachothorofpr"lro,sandu pd,te< m>doagainstoach 

POM1.(10/31/20241ClOSED - MovodtoR isk•l061V&Vrocommond'l 
prioritiZif'll 1hoR2Critic>l>ndH if hfindif'll POAM> »arO>Ultol t ho Ton,blo 
Nes,1rtCoofi1urot1oo><an,. lmpl""""'tingtho=u,ify<onliguration> lat0< 
ln-opme<1tmaycauwtho>v,ffl'ntobocomounlunctiooal, androqu iro 
additioooldov<lopmonttim<eto fi, 

ln1eiratt<l intothoreca>t>ehodulo di«=ions.Succenlulr0<ult>, lncludif'll 
1racolul rojoct ionofinvalid intorlaco datalwcho,mi,namodSfTP/il01or 
•hortli•M•/truncatt<l li le<l,>rorocommendodpriortocommo<Kon,entol 
Slltntina. 10/31/2024-Thi,findingwill berttVOluatt<lbytholW\oa m 
aftOf thoprojocttoamcomplotO< thoroplanni"i•nddotor mino>tho 
approach,roqu irement;/lu11<tiooality,and>ehedu lo forthoPilot and 
SUtewidorollout. 09/l0/1014- Tho7 intorl,co,ust<i inthopl•nnod Pilot 
~oa .. ,8ES!.O,l'>avoboon complott<I. Howovor-,thoothor12 reloa= 
roqu irt<llortho>tatowido rolo»o, BESl.1,will boroqu irt<lwiththo rovistd 
approachtorno,10. Thislind ing i,bo< ngkoptop0nat • l""'priorityuntil a ll 
19into<face<>rocompleted. 08/12/1014-Al l te<t> .. ceptthosorol>tt<lto 
thoWol l,forgolockbo, intorlaco l'>avobooncomplott<l. n-...._,,.," 
roquiroinit iatinga....wW<Vico lic kol withWol l,forgo. Te,t,oro«poctt<lto 
boc001plott<lbeforotheboginni"ll ofthoPilotpl>aw. 06/211/2024 - Tlw~ 
l'>a;preport<lthot.,.tocri p!>f0<thol2 intorlace,i11<ludod inthoPilo\ 
role, ,.._Thi, tirst roundolte<t><:r ipt>residointhoJir• tool • nd • robeinc 
e,ocutt<ltobecomplotobym id-Ju lv. ThoOffo<oollnfor mationTochnofo11v 
IOITlwill boroqu irt<ltoprOYido>poc i;i l ca'°filoal!Of>tions 
0512312024- ~and DHS continuet0dolino\hoint0<facetn\ 

Opon l/26/202S -Mo! thofobruary26thototus roport,tho-.&>r i,activoly 
rO>OIYincUATdefoct>.Currontlv,147 dofoct> l,4hi&h,8l mt<lium, 31 1°"') 
>roroodyf0<UATtesting, whilo 63doloct5>ro inprogres,. lool<ingahood, 
Systomln1eiratioot0>ti"i lSITJ i> >ehodult<ltocomm01Koin mid-Juno.My 
dov<lopmontdolay; rnav~avte,ting andpotontially p<»hbadtho10- livo 
dato, impact incthoproject>ehedule.l/29/202S- A>o/ J;i nu.;i ry27, 202S 
thoro oro l31doloct5roadyto bo rotestt<l lromthoprN01rt UAT 
ilecotd inctothorevi>t<l>ehedu loshart<lby~, thor,e,:tUATi>>ehedult<I 
,o,tan inm id-JOIIUOl)'2026. Tho priorifyof thi,findingh»boon 
dowf'll radt<lfromHishtoMt<lium . lW i>>till w>it incfortho Root causo 
>r>a lysi,I RCAl reporta nd dotoil, oftho mothodolog,,o,hiltlromAgil• to 
Watorfa ll tofu llvcomprohendtho impl icatioo,forthote<tin1 proc0>> 
12/27/2024- Tho.<Sli,testir,g UATdofoct!lhotl'>a,oboon....oi..d, in 
a<Naoco ol , nyDHSte<ti nc.lWawait>theRCA r"P<>f! andthedotail•oltho 
pos,ibi,O...i1n,Demopme<1t,andlmpl""""''"'ioo(ODt)chong, lromAgil• 
toW,10<fall tounde<,und t ho char,gestothote<ti ncproc0>>tl>at t ho ~ i> 
propoi ing. 11/26/2024- Tho roc""tUATtestingCl'(lo ondod,but didnot 
completo, on NO\IOfnbor l S,2024,with a tou lof9Sfailodte<tc» 01 in t ho 
roa l-t im<e...,Yi roomontand137f>ilodt.,.tc»e,in thotimo travol 
onviron mont.Thoro w» a tou lofl79un ro,olvt<l dofoct>,whi<h r• istd 
corKO<n,aboutthoovora ll stabilitya nd r<liabi lifyoftho,v>tom . TholW 
toami,cor1<0, nt<lthatintrod1Kif'll"""' fur1<t ion;i lityootopoltho curront 
un>tobiO<ystommoy loadtoprojoctdolov,orfa iluro.Whilo .<Slh» 
commint<lto rO>OIYinctho out>Und inc dolect>,tho lWto>mha>addod • 
rocommondationontho testing approach. 10/31/2024 - Mof0ctobor30, 
2024,DHSto,tonidont ilit<latou lof161Rdoloct>with3Hdoloct>>tm 
un....oi..d,comprioing 123 HighS.-ity,177-umS.-ity,and73 1ow 
,.,,..,.i!Ydofoct>. ThoASl ro,olvt<l • nd"'°"""to UATl7Sdolect> durirHlthe 
1/211/2025-Tlw~ and DHS l>a,o boon collabo<>ti..tywor'<if'llon tho NIST 
800-S3RSSe<urityPO<iciespo< tho NIST800-S3RScontrO<farn ilvtl.ltwi ll be 
ust<lfortheBESSystom.Oraft , foroachpolic'yl>a,,. booncroatt<l, with12 
roadylor intOf nolroviow. DHSM, rN<Wt<i>e'ffl'olof thopolk io,and 
providodadditiooalin<t roction»tohowtheyshouldbeotructurod.Tho.<SI 
l>asdroppt<IMoogoDBfromthoSe,;uroEnc l, ,,. aftOfe,,alu.;iti nclRS 
Pubiic>toool07S,ompl iant>lt0<noti,,... andi,coo..rtingt0Goosle 
Firo,toro. COMidor inctl>at • m• jor ityolthodocumonu t ion • nd • rtifact> 
arocomplott<lornoarinccomplotiooand thoo,tondod><hodulo,IV&Vha, 
cha"it<lthocr iticalityofthi> i"""to l.,..._l/27/2025 - Tho~h» 
rowriUonmo>tofthoSystomSe<urityPlonlSSl')r@>p<>n..,.tomHtlho 
roqu irement>ofNIST800-S3.TI>ov al,ohavo workt<lonwritif'll"""' 
=urifypolk i'1forBES.Oftho!9polk i"' tobow,iuonattho6ESDiYision 
- , 6 1>a,,.boon tu rnodovortoDH$fo,r@viowandapprov>l, >nd7 1>a,o 
boonwritt...,and1othroogh int ... na l rNowbef0<e,ubmi'5ioo toDHS.DHS 
i>detormin ingthoprocosstoroviowand appr.,..diYi>ion•l- polic ie<. BES 
currontlvl'>as190op0nCritic>land Hi1h-lindingPOM1s;82 oro /rom 
T.,.,.blo No,,usCoofiguratioo><• n•.Tho8lcr it ical andh if hNo,,us 
Coollgur;itlonflnd lng,>hou ldbol)florltl1t<l,revl°"'t<l, or lmplementt<I 
immt<l iatolv. Oncetherffl1t<liationsfromthocoofi1u ratioo >eansare 
lmpl-tt<l, 1he,,..ffl'nm• vbreakdown andrequlreadd;1100,1 
- opmenttorun ·n amore,ocureen ·rooment. Duetotho curront 
prog,..,,andtho>ehodulesentforrevlew lnm ld-January,thofols 
>i1n il iuntlvmoretimotocomplotethoromainingt»k. Therelore,thi, 
lm,e ha,be@rllowo<t<lto a mecl lum!inding, ll/31/2024-Tho.<SI 
,....,._tho,riticalandhi1hPOM1sr<latt<ltopatchingof"';pring8oot" 
A,:k:Utlonally, s l< >ecurlty pollcloswe<o rnmpletedbytho~and>enttoDHS 
forfina l t<litiManda ooro,,al. Tho availabilitvofDHS re,ourcestocomolete 
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