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RELATING TO CYBERSECURITY

Chair Espero, Chair Wakai, Vice Chair Baker, Vice Chair Nishihara, Members of the Committees:

[ am Keone Kali, Deputy Chief Information Officer (Operations), in the State Office of
Information Management and Technology (OIMT), speaking in support of the intent of
S.B. 2474 to impfove the State’s cybersecurity.

In today’s global digital world, cyber security threats area persistent and growing concern as we
increasingly depend on information technology for our daily-activities. The rising number of data
breaches continues to produce significant financial losses and economic consequences, as reflected by
récent data thefts from Target and Neiman Marcus that afficted tens of millions of customers.

The OIMT has statutory responsibilities to protect government information and data
communication infrastructute from unautherized uses, intrusions, and other security threats. To carry out
those responsibilities, OIMT is working with state departments and agencies to implement State
govemment's Security and Privacy Plan that includes establishing cyber security standards, unifying
cyber security and information practices, on-going security audits, and embracing industry best practices
for eyber education and training.

Similarly, the State Department of Defense works ¢losely with public and private sector operators
to protect the State’s critical infrastructure from natural and man-made threats. We defer to the
Department of Defense to best coordinate cyber resiliency programs among its critical infrastructure
partners. We agree that increasing cyber security collaboration within that group and others in the
community will greatly improve the State's cyber security posture, QIMT will actively support DOD’s
community-wide cyber efforts by sharing staff and best practices from government’s cyber programs.

We thank the committee for this opportunity to testify in support of reducing the State’s cyber
risks.



